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How to set up popular firewalls to work with Web CEO
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General instructions
For normal operation, Web CEO must be granted access to these ports and protocols:

20, 21 - FTP;
25 -SMTP;
80— HTTP;
443 — HTTPS.

Cookies must be enabled for the following domains:
websiteceo.com

webceo.com

For detailed setting instructions concerning each firewall, find your firewall in the list below and
follow the link.
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Setting up Agnitum Outpost Firewall 2.5

At the first launch of Web CEO, while the software runs, Agnitum Outpost will ask for permission to
allow "wsceokrnl.dll" and "webceo.exe" to access the Internet. This must be allowed by choosing
"Allow all activities for this application" and pressing "OK".

Create rule for WSCEOKRNL.DLL

W' Web CEO
| Application is requesting an outbound connection

Remoate Service: HTTP (TCP:80}

Remote Addiess: workarea webseceo.com

Outpost Firewall Pro should:

%lbw all activities for this apphcation
top 2l activities for this application

(O Create rules using preset | Broweser v

[ Bllow Once ] [ Block Orce ]

Application is requesting an outbound connection

Remote Service: HTTP (TCP:80)

Remote Addiess: workarea webseceo.com

Outpost Firewall Pro should:
%ﬂbw all activities for this apphcation
top 2l activities for this application

(O Create rules using preset | Broweser v

[ Bllow Once ] [ Block Once ]

In the process of download of Web CEO updates the program modules change, that’s why the
permission for the updated modules to access the Internet must be granted again.
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Warning: Components Have Changed

‘ W' WEBCEO.EXE
| Process requests an outbound network conneclion

One or more components of this application have changed. If you are not sure
whether this change is legiimate, click Details to veify the authenticiy of these
components,

Outpost Frewall Pro should:

(%) Update information for changed components
ake changed component shared

() Block this apphcation untl it is restarted

[ Detats¥ | [ ok |

In order to check current permissions for Web CEO program modules to access the Internet, open
Outpost Firewall Pro and select "Application" in the Options dialog. The modules "wsceokrnl.dll"
and "webceo.exe" must be in the "Trusted applications" section.

Options @

| General| Application | System | Poicy | Plugdns

Settings:
43 MSMSGS EXE ~
%9 MSTSCEXE
éouuoone@ Rermove
OUTPOST.EXE
™| RDPCLIP.EXE Edi.
== REGWIZ.EXE

] RUNDLL32EXE
=] SERVICES EXE
=| SESSMGR.EXE
== SVCHOST.EXE
TELNET.EXE
WINLOGON.EXE
WINWORD EXE
) WMPLAYER.EXE
& WUAUCLT EXE

@ Trusted applications (2] Hidden Proc...

\w| WEBCEQ.EXE

'w] WSCEOKRNLDLL v [«}

[ ok ][ Cancel | Arpll

If these modules are not in the "Trusted applications" section, they must be granted full access. To
do it, find these modules in the list or add them with the help of the "Add" button from the folder
"C:\Program Files\Web CEO\BIN\". Then, right-click on the module and choose "Always Trust This

App".
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Options

| General | Application | System | Poficy | Plugdns

Settings:

WG] \EBCED EXE
[7] Partially allowed

= ALG.EXE

79 AUPDRUN.EXE

& CONFEXE

=4 DWWIN.EXE

Remove Application
Create Rules, ..

(7] Blocked applications (1) Al Add..

Create rules using preset  »

EXCELEXE
" EXPLOREREXE
== FTPEXE
& IEXPLORE EXE
™= LSASS EXE
= LUCOMSERVER EXE
%) MOBSYNC.EXE
g MSACCESS EXE
) MSIMN EXE
R MSMSGS EXE

~

1

% MSTSCEXE B v

Hidden Proc...
|

[ ok

J [ concel ][40y |

If cookies are disabled in your global settings, enable them for the sites "websiteceo.com" and

"webceo.com".
Options - SRR
General | Apphcation | System | Polcy  Phagins |
Phagin | Stahzz Add.,
“|Acive Contert Staited = =
[ pds Stailed sl
? Atachrent Quatartine Staited -
%2 inack Detechon Stailed |
& Comvent Staited Step
[@ONS Cache Stailed —_—
Sellings...
< | »]
Plug-n infoimation
Name: web_int
Manufachres Agritum Lid
Desciption:  Provides fat web pagas inbaeactivs dlamenks [Aetve,
Vs 253684608
Path: C\PROGRA™ \Agrium\DUTPOS~14PL, \web,_int off
ok | Cencet | iy

Active Content Properties

Web Peges | Mad and News | Exciusions |

VWeb pages defauk settng:
& ‘Web peges Active Content sathngs:

Foatue “Seting]| [~ Cockies

7 Pivacy C Pt
Actrad & Permt, | C Promet
Java Appiets Perd | & Black
Refeners Pemi

H¥ Page Optimization
Flash Pemi
Hidden Frames Permi
Aninated GIF Pemd & cockip it a piece of
Extemal ctrve Contert Pemit  infosmation about a user,

| Scripting such as an identiicalion
JavaScopt Pemt | Phnber, & passved, cick

X éstory. on number of Smes
B3 cripl Pemi i user visted 2 ste. stored
Sciphng Actrex Pamd  ina s on the users
Pop-up wandows Pant  computer.
[Tk ] cancel |

Go to the "Exclusions" tab in the window "Active content properties", press the "Add" button, enter
"websiteceo.com", and press "OK". In the "Edit properties for WEBSITECEO.COM" dialog window,
click "Cookies", choose "Permit" and press "OK". Repeat this procedure for "WEBCEO.com".
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O Edit Properties for WEBSITECED.COM 21|
[0) | Feature | Setting]] | [~Cookies
3 ] Pliva-cy ! & Pemit
- Cookies Perr !
- ActiveX ‘Pt [ 548
Java Applets Peirt 1| ¢~ Use Global Settings
Referers “‘Perrret i (Block])
F]--ﬁ_ Page Optimization |
- Flash ‘Peima |
Hidden Frames ‘Peirit
Animated GIF Perr & cookie is a piece of information
. oo aboutawussr, such a2 an
i Extt_amial Active Content Peims el Aor e A oo d)
[l Scripting chek history, or number of times the
- JavaScript Ferrd  user visited a site, stored in a file on
VBScript “Pert  the user's computer.
- Sciipling ActiveX ‘Peirmi
Pop-up windows ‘Peim

@ Parametess that override default settings are displayed in Blus
\ . |Parameless that use default settings are displayed in Gray

Reset to defauts | [ ok ] coce |

blocked. If you choose the policy "Block most mode", Web CEO can work properly, provided the
above mentioned settings are done.
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Setting up Black ICE 3

Installing Web CEO while the Application Protection is active.

Run the Web CEO installation. A window "Application Protection" will appear with a warning
"unknown application detected" Web CEO500r--.exe. Press "Install Mode Options".

<> Application Protection

Unknovin apphcation detected
webceoS0028. exe

You can ether terminate the program or alow & o contirue.

[™ Dont ask me again
: ; : Install Mode
T erminate Conlirue l More info.... ®

by ¢

Below in the dialog window, press "Enable Install Mode". Continue with the Web CEO installation.
Black ICE will add all installed files to the baseline list. On the installation completion, a window
"Application Protection" will appear — press "Disable Install Mode". If the window "Application
Protection" appears with the note "BlackICE will update baseline to include ....", press "Update".

The installation process is completed.

< Application Protection

Unknovin application detected
webceo500r26, exe

You can either terminate the program or alow it to contirue,

[T Dont ask me again.

Terminate | Continue | More info..,.

Install Mode
Optians <<

- Advanced Options

whie you install or update software on your PC.
You will be prompled periodically to disable install
mode and pou shoud do so when your installation
is complete, Disabling install mode puts yous
|BlackICE product back in normal Application
|Protection mode.

Enable
Install Mode

Instal Mode pauses Application Protection prompls

Web CEO update while the Application Protection is active.

Press "Continue".

After a Web CEO update is downloaded and its setup starts, a window with a warning will appear.
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Possible Rogue apphcation detected
webcen exe is sttermpting to access the unkrown

You can either terminate the program or allow it to continue

Tesminate | Teminate Alveays I Contirue

‘\.1"/

After the Web CEO update is installed, you need to rescan the Web CEO folder and add the changed
files to the baseline list. Go to Tools -> Advanced Applications Protection Setting, choose the

"Baseline" tab, tick the folder where Web CEO is installed (usually C:\Program Files\Web CEO) and
press "Run Baseline".

<> Advanced Application Protection Settings
File Tools Help

Known Apphcations  Baseline ]

- O&E) Urmstall Information A Name | Size | Date Modified
+ [ VisuallCE
el VMware

% Windows Media Player

* O werox
& System Vaolume Information
+ [0 totalemd
+ [OE WINDOWS

To update the list of application files on your computer, select a dive

ot direciony in the Tree Pane on the IR, then click on "Run Baseline” i
button, Run Baselne ) Help I

¥

After the scanning process is complete, press "OK" and close the window "Advanced Applications
Protection Setting". After this you can run Web CEO.

Web CEO uninstallation while the Application Protection is active.

During the uninstallation of Web CEO several new temporary files are created, which are not
registered in the baseline list of the Application Protection, and blocked by Black ICE. As a result, the
program uninstallation stops. Before you uninstall Web CEO, you should temporarily switch off the

Application Protection. To do it, go to the "Tools" menu and choose "Stop BlackICE Application
Protection".
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<> BlackICE PC Protection

File Edi VYiew BEGE=S Help
Events [ Intiudess  Edi BlackICE Settings ...

| Stop BlackICE Engine
[ Time Stop BlackICE Application Protection R ] Intruder
Clear Files...
Download Software Update

Download Security Cortent Update

Advanced Firewall Settings
Advanced Application Protection Settings

£

Select an Event and a desciiption of that Evert will be displayed here.

Close

ﬂebl%

Then, uninstall Web CEQ, switch the Application Protection again (the "Tools" menu — "Start
BlackICE Application Protection").

Setting up the BlackICE firewall to work with Web CEO.

There are no special settings of the BlackICE firewall to work with Web CEO.

If you choose the "Paranoid" Protection Level, Web CEO will work properly.
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Setting up ISA Firewall 2000

ISA Server works according to the principle: "What hasn't been explicitly allowed is by default
disallowed", that's why, in order to let Web CEO work properly, you need to open in the ISA firewall
the following ports: 20, 21 - FTP; 25 - SMTP; 80 - HTTP; 443 - HTTPS.

Open the "ISA server Access Policy" - > Protocol Rules.

Set up the access to the above mentioned fields. For example, 21 - FTP: Click "Create a Protocol Rule
for Internet Access". In the dialog window that appears, enter the name of the new rule - "FTP Rule"
and press "Next". In the next window in "Apply this Rule to:" choose "Selected protocols". In the
"Protocols" list tick "FTP", then press "Next". In the net window in "Use this schedule" choose
"Always" and press "Next". Then choose "Any request" and press "Next". In the dialog window that
appears, press "Finish".

After that you need to set up the so-called "filters", which allow using various protocols and ports.
The filters can be created in the "Access Policy " -> IP Packet Filters.

i@ Internet Security and Acceleration Server
[+ Qj’ Enterprise
% Servers and Arrays
= E§ OLEG-SERVER
(24 Moritoring
5 Computers
=&Y Access Polcy
] Site and Content Rules
] Protocol Rules
=
[#-5Y Publshing
) Bandwidkh Rules
3] gl Policy Elements
@ ? Moritoring Configuration
[+~ 5 Extensions
(3] 55] Network Configur ation
&5 Chent Corfiguration

f
L

In the window "Configure Firewall Protection" choose "Create a packet filter", and enter the name
of the FTP rule. In the next window it's better to choose "All ISA Server computer in the Array" by
default. In the next window, choose to allow the programs working through this protocol. In the
next window, "Filter Type", choose "Custom". Then, in the window "Filter Settings" fill in the
protocol data:

IP protocol - TCP
Direction - Outbound
Local Port - Fixed Port
Local Port Number - 21
Remote Port - All Ports.
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In the next window leave the default settings - "Default IP Addresses for each external ..." in the
next window leave the default settings - "All Remote Computers".

For FTP, the 20th port might be required as well. Set it up in the way similar to the above described.

Also, to download the statistics, you will need to configure access through the HTTP protocol (port
80). Create the new rule. Enter the name for the HTTP rule. In the next window, choose "All ISA
Server computer in the Array" by default. In the next window, choose to allow programs using this
protocol. In the next window "Filter Type" choose "Custom". Then in the "Filter Settings" window fill
in the protocol data:

IP protocol - TCP
Direction - Both

Remote Port - Fixed Port (the number of port: 80).

In the next window, leave the default setting "Default IP Addresses for each external ..." In the next
window leave the default setting "All Remote Computers".

All other protocols are configured the same way.

Setting up ISA Firewall 2004

Run the ISA Server Management. Click "Firewall Policy" — you will see the list of the rules. We need
to open access through the following ports: 20, 21 — FTP; 25 — SMTP; 80 — HTTP; 443 — HTTPS.

) MScrosolt Tntemed Sacurity and ACCiine i Moot -
£ 1{g SLAETESTSERVER Firewall Polcy
=3 Morkorng 2004
2 Fieswall Pobsy T
\ rtual Private Netwarks (VoN) Firewal Policy |/ Fookar )/ Tasks \{Fea
= 5 Confipration - = =
o Mewirks Crdes ~ | e | Agtion | pratocck | From fListenar | To l N
& Cace i 1] SMTF Zuion L Jseme Extemy;interns. .. Extemy; 5 2
23 dddins — = Lol R e — Firewall Policy
2 Gormeal @ [#]2 FTP @ son LiFTe Sxternay; Iterns... Sxtemy; Tasks
(A3 HITS 2 How LI HTIP Extemal;itena. .. Extemay; - ‘3'-‘35'}1%“-‘1 acois e
(e HITPS /T S Extirna Jherna. .. Extarnad; = Publishaf Wb Server
(Tae Daf it rde Qoeny Llaatahc S Mlbstworks ... e atn) | ) Publish s
Sever
_-) Publish »
) Create e
Pubishing
| 25 €k Sebacted Rude
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For instance, here's how to allow access through the HTTP protocol. Open thw "Tasks" tab and press
"Create New Access Rule". In the window that appears, enter the "Access rule name" - "HTTP",
press "Next". Choose to allow programs to work through this protocol and press "Next". In the
window that appears, in the field "This rule applies to:" choose "Selected protocols". Press "Add", in
the "Add protocols" window open the folder "Common Protocols", choose "HTTP" and press "Add",
then "Close". Press "Next".

£341 add Protacols

Protocols
Select the prctacals thiz ke applies to.

Protocols:

New ~ Edt... Dalete

= L Common Protocols

|»

The s applies o
| Setected protocals
Protocols:

7|
LT BTTPS Server
EL} tMaPS Server
Add.. l AL Mt Messenger
- L pirg
L pops
Aemoar | L} pops sarver
L poess Server —
L amrp
Pods.. ELE 1P server
ELF sps server
LY rene:
L Tehnet Server
< Back l Newt > | Cancel | ¥ _J Infragtructure _'J

| Add l Clse l

In the "Access Rule Sources" window press "Add" and in the window "Add Network Entities" choose
the necessary network entities. Press "Add", then "Close". Press "Next". In the new window "Access
Rule Destinations" choose and add the necessary network entities.

Access Rule Sources Natwork entities:

Thiz nde vl apoly to tiaflic onginating from the sowrces speciied in thiz page.
faw ~ Edit... Ueleme
=1 127 Networks
Thes nube applies to traffic from these sources: @
« Intert

@ Extenal 4ad.. | <5 Local Host

<k CQuarantined VPN Cients
0 VPN Chents
Bl [ Network Sets
L3 Computers
4 Address Ranges
- Subnets
B 3 Computer Sets

<Bock | Met> | Cocel |

Adc I Close I
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In the next window choose the users for this rule to apply to. Then, press "Finish". The rule is created. In
order to save the changes and to update the configuration, press "Apply". In this way, create the rules for all
other protocols.

Setting up McAfee Personal Firewall Plus 5.0.5

At the first launch of Web CEO you will see the window with the request to allow the module "wsceokrnl.dIl"
to access the Internet or block it. Choose "Grant Outbound Access". If the same window appears for
"webceo.exe", also choose "Grant Outbound Access".

McAfee Personal Firewall Plu

w; Application Wants to
Access the Internet
The applcation Web CEO is requesting

outbound access to the Internet, Do you
want to grant it outbound access?

Path: C:\Program Files\web CEO\BIN
\wsceokml.di

1\ Mcafee...
Does not recognize this pplication,
Tell Mcifee about this program.

- (® 1want to..
&, Grant Outbound Access
@ Block All Access

Attention! After the program updates the program files and their control sums can change, that’s why you
will probably have to confirm your permission to grant the Internet access for the modules "webceo.exe" or
"wsceokrnl.dll". Depending on the warning, choose "Grant Outbound Access" or "Grant Server Access".

McAfae Parsaonal Firewall Plu

[«.s| Application Has Been
W | Modified
The application webceo.exe has -
changed since you first gave it access
to the Internet. It previousty had

Outbound Only Access. What
access do you want ko grant it now?

Path: C:\Program Files\Web CEO\BIN LI
1\, Mcafee...

Does not recognize this application,
Ted MeAfee about this program.

() 1 want to..
B Gant Server Ac@‘g
R Restrict to Outbdmiid Access
Block All Access
" 4

web cec



web cec

¥ MchAfee Personal Firewall Plus
Fle Edt Vew Applcation Hep

Ry MeAfee | PersonalFirewall [ setuoss @) vesr

Internet Applications

Applcation Name tile Name Permissions A
& Internst Explorer [EXPLORE EXE Allow Full Access
W LSA Shall (Export Verson) kasc. exe Allow Full Access
H.o'afee Personal Frevall Console Allow Full Access

m LY oAl as Parsonal Frevwal Tray Moritor Allow Full Access
L chfan Vous Trace Exprase Allow Full Access

Internet @@ Senvices and Contralier app SCIVICOS.ONe Allow Full Access
Applications  R7ora) commander 32 b nkemational version, s manager replacement for Windaws  TOTALCMD.EXE  Allow Full Access
W Usarinik Logon Applcation userrit exe Allow Full Access
_V\_r'jweb CEO waceokrnl.dl Allow Full Access
%mob(m.em weboso. e Allow Full Access

Windows NT %:n Appheation PTOGOnN. A Allow Full Access v

o Application Details 82 How Abwed Aoplication 388 New Bdockind Appdcation

Radicos Ltd. $ slow %
CriProgram FlesiWeb CEOIEIN|wsconkery. dl &9 Alow Fiul Access

\?, Outhound Access Only

| Web CELO 5.0 Change Permission To...
w

Permission: Aliow Bl Accass ack This Appkcation
Stude created on: 117112004 4:46:12 A QEfock This Appication

This apphcation has Full Access to the Internet, 1tis possibda foe this application to send o
and receive data wth any computer. _j Celete Apphzation Rufe

9 Got More Information

IP Address. 19218311134 Netmask: 255,255 255.0

If you set the "Lockdown" Security Level, all incoming and outgoing packets will be blocked. If you set the
"Tight" Security Level, Web CEO will work properly, if Web CEO modules are granted the Internet access.

Setting up McAfee Security Center - McAfee Privacy Service 7.0
McAfee Security Center includes the following products:

e Virus Scan &#8211; antivirus software;

e Personal Firewall &#8211; firewall. Can be set up in a way similar
to McAfee Personal Firewall Plus (see above);

e Privacy Service &#8211; User privacy protection. The instructions to
set up this package can be found below;

e Spam Killer &#8211; protection from spam.

In the "Privacy Service" user settings cookies must be obligatorily allowed for the sites "websiteceo.com" and
"webceo.com". Open the "Privacy Service", click the "Users" tab, choose the user profile, under which you
work with Web CEO, and press "Edit".
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& McAfee Privacy Service

McAfee .
privacyservice

'0-—
L

Select A User

Mchfee Privacy Service has been configured for the following users. To
manage a specific user, select the user and then the operation you
want to perform,

ﬂ User Name ] Type

Options Administrator

'/: ‘

Event Log

,

utilities

Go to the "Cookies" tab. For Web CEO to work properly, you need to select "Accept all cookies" or set up
cookie blocking or permission for separate sites.

& McAfee Privacy Service

McAfee :
privacyservice

Password User Info Cookies

Edit user options for: Administrator

Select one of the following actions to manage cookies.,

" Reject all cookies

Prompt user to accept cookies
" Accept all cookies %

Event Log

Utilities OK ][ Cancel ][ Apply
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In order to do it, choose "Prompt user to accept cookies" and press "Edit". Choose "Web sites that can set
cookies" and in the field "http://" enter "webceo.com" and press "Add", then enter "websiteceo.com" and
press "Add". Press "Done", "Apply", "OK". The setup is complete.

WEh CeC

& Mchfee Privacy Service

McAfee”

privacyservice

Password User Info Cookies

Speafy which list you wish to modify:

& web sites that can set cookies
" Web sites that cannot set cookies

Accept Cookie Web Sites
webceo.com
websiteceo.com

Options

¥

Event Log

% hitp:// l webceo.com

Utilities

Setting up Norton Internet Security 2004-2005

At the first launch of Web CEO the firewall will pop up with the message "wsceokrnl.dll is attempting to
connect to DNS server". Choose "Always allow connections from this program on all ports". If the firewall
asks "webceo.exe is attempting to connect to DNS server"”, choose "Always allow connections from this
program on all ports".

* iNorton Internet Security o EEEE ]

Program Control

A Medium Risk 2]

wsceokml.dll is attempting to connect to a DNS server.

Show Detals

What do you want to do?
Always allow connections from this program on all ports :I

ey
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®%Norton Internet Security v e s |

Program Control

A Medium Risk 2

Alert Assistant
webceo exe Is attempting to connect to a DNS server.
Show Detads
Wh

To check up the permissions configuration for Web CEO to access the Internet, open "Norton Internet
Security". On the left side, select "Status & Settings". In the middle, click "Personal Firewall". In the bottom
right, "Configure". In the dialog window that appears, choose the "Programs" tab. Below in the list "Manual
Program Control" in the "Programs" tab find "wsceokrnl.dll". In the "Internet Access" column, "Permit All" is

required, in the "Category" column, "General". Then find "webceo.exe". In the "Internet Access" column,
"Permit All" is required, in the "Category" column, "General".

#3Norton Internet Security B - x|

Firewall Programs | Networking |  Locations | Advanced

Program Control

Settings for. | Office (Active) |

Automatic Program Control

Automatically customize Intemet access settings for common Intemet programs.

Automatic Program Control only configures access for versions of programs that
Symantec has identified as safe.

W Turn on Automatic Program Control

Manual Program Control

Create custorn Internet access settings for indwvidual programs. To quickly identify
and configure all Intemet programs on your computer, click Program Scan.,

| Program Intemnet Access | Category 4
@ webceo.exe w Pesrit All w General
iw] wsceokml di ~ Permit Al v General
s e S 1

}{ . 4

i AP Filesiw o I.di
I AQd.. | l Moy, | | l C_'g rogram iels'(l eb CEO\BI lwscedm:
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In "High NIS Firewall" protection mode Web CEO will work properly, if the above described settings are

completed.

To allow cookies, you need to set up a profile of the user who will work with Web CEO. To do it, open
"Norton Internet Security", double-click "Privacy Control", press "Advanced", and in the dialog window that
appears, click "User Settings". Click "Add Site" and enter "websiteceo.com". In the "Cookies" filed, "Permit" is
required. The same way, "webceo.com" must be added.

oo iemet sty
Privacy Control

Privacy Cartral helps protect youw prevate information.

Chek Private Itfomzbon 1o 3¢ cradt cand aumibens,
and other private wformation to protect

Privacy Contrel zettings foe: |AcminisTalor -l

¥ Turn on Privacy Contral

Moss the sider to st the Privacy Control lavel
i High
* Slocks prirsts nfoimation from beirg sant.
» Socks sendng of Wb browser infeemation
* Alarts you each hims 5 cookie & created or mquested

cuscaled.. | petosilevs | atances |

(5 advanced

~ Web Cordaris Osices |

[Deivds) bl Sabings UseeSettings | Ad Biocking |

§ajviom Custonize & Blocking snd sctive coniea bt tha
ab lCrer 03 Con AR U,
up ~ Cockiet
o 70 change the datsul samings o thes uter, cick
ad seeens. com Custiom Level ca e Prvacy pane.
od seeven:. da
adr wearavile rel
Adscghady -J:w:huum fie thiz o, ek
3 Cl e )
| :m'l,mm Oistom Lireed on the fesss configaaation pane,
= any et
o5 gk analost
snsang bagans com ~ At conhols — =
Npn com To changs the datsul zatings foc this uter. cick
sasdereatinceld Coshom Leveed o0 the 1esmsl contipussion pane.
aicon
stdach con
Y o
= costoom 1229 Poo D VL
if:maﬁcem on e Ad Blocking pam.
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Web Cortents Opbons |

shacknews.com
[= sigafert.com

* v, sigalert com
sina.com.cn
smie.co.uk
soundweb.net
spoits.pahoo.com
starwarsgalaies.com
supemal.tizcaliit
thaigaming.com
theglobeandmal.com
thepalace. com
bzcallfr
traffic. tann.nat
travelocity.co.uk
kravelocity.com
tvb.com
bvplex.go.com
update.ta.earthink.nat
versiontracker.com
wezther.com
webce0.com
webmal.tizedide

2] Global Setiings  User Settings | Ad Blocking |

Cusstomize Ad Blocking and actve content for the

curent user,
— Cookies

[V Use Privacy seltings
€ Black

(of Pemt:
~Java wp&

IV Use Pessonal Frewall seltings
O Block
& Pem

-&ctiveX controls

[V Usze Pessonal Frewall cettings
= Black
= P

~ Pop-up ads
[V Use &d Blocking settings
¥ Bisck
© Pem

ok | Cancel

Help

Setting Up Trend Micro PC-cillin Internet Security 2005

At the first launch of Web CEO the firewall will pop up with a dialog window. You need to allow the module

"wsceokrnl.dll" the outgoing connection. Check the boxes "Do not warn me of future ...
connection on all ports", "Allow or deny connection on all IP addresses".

, "Allow or deny
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Trend Micro PCcillin Internet Security

/ Personal Firewall has detecled an outgoing g
! connection that meets specified warning 2
conditions.

Apphcation/Progam: | W

Fie: C:\PROGRAM FILESYWEB CEO\BINVWSCED
Port
Protocot Tce

Remote IP address:

[v Do not wam me of fture identical connection attempts
¥ Allows o1 deny cormection on &l poits
IV llow or deny cornection on &l IP addiessest

Alow connectioql}“J Deny cornection I

If during the Web CEO update download a dialog screen will pop up, allow the module "webceo.exe" the
outgoing connection. Check the boxes "Do not warn me of future ...", "Allow or deny connection on all
ports", "Allow or deny connection on all IP addresses".

/ Personal Firewall has detected an outgoing »
! connection that meets specified warning -
conditions.

Appheation/Program: Wl

File: C:APROGRAM FILES\WEB CEO\BINVWEBCE
Port
Protocot e

Remote IP address:

[V Do not wamn me of future identical connection attempts
[V Allow or deny connection on af poits
IV allow or deny conmection on af 1P addresses

Allow connection I“L Deny connection I
wy

To check the firewall settings for Web CEO, open PC-cillin Internet Security 2005, click the "Network Security"
tab, then click "Personal Firewall".
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Network
Control

Updates and
Registration

T

Network Security

These features help protect your computer against attacks from outside
your network The Personal Firawall helps protect your computer against
attacks from the Internet. Emergency Center helps you prevent infection
from network viruses, Wi-Fi Detection detects and warns you of potential
intrusions into your wireless network,

Personal Firewall
Set and mal e Personal Firewall profiles.

Network Virus Emergency Center
Specify preventative actions for network viruses.

Wi-Fi Detection
Detect intrusion into your wireless network

In the window that appears, first choose the profile, under which you work with the Internet, in the "Choose
a profile" dropdown field, and click "Edit" for profile modification.

# Trend Micro PC- Internet Security

(@) 1rene

==
L@b Summary

Q\ System
O

Network
Control

Updates and
Registration

=
©
-

PC-cillin Internet Security 2005

Personal Firewall

Choose a Personal Firewail profile 1o help protect your computer against
unauthorized access from the Intermet Enable automatic profile switching to
autornatically change profiles ifyou change networks.

W Enable Personal Firewall

Choose a profile: Direct connection _v_|

[~ Enable automatic profile switching

[ Do notdisplay & warning, if an appropriate profile already exists

~ Edit Profile -
+ s

Profile Name | Description
on  Forconnection directly to the Internet, |

Home network For connection 10 a home network, wh...

Office network For connection to an office network. Th...

Wireless nefwork For connection to a wirgless network. ...

2 Edit € Delete
o I'h
=t 1

[ Return to Main Screen ]

In the window that appears, go to the "Exception List" tab. For the modules "WSCEOKRNL.DLL" and "WEB
CEO.EXE" in the "Access" field "Allow" is required, in the "Connection" field "Out" is needed.
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Personal Firewall Profile St i ﬂ

Profile Name | Networkl Security Level Exception List I Proxy |

Exception List

Define the direction of Intemet traffic, IP address or range of IP addresses, ports, and
protocols for exceptions.

e Aol 2 Edit X Detete

,:‘*_G!'!%J,,,Desmp"'?ﬁ | Connection | Access | _Protacol e

2] WSCEOKRNL.DLL Out Allowy TCP

V] WEBCEO.EXE

=] Services and Controller... Out Allow UDP

=) LSA Executable and Se... Out Allow TCP
WSCEOKRNL.DLL Qut Allow TCP @
Senices and Controller..  Out Allow TCP

= Total Commander 32b...  Out Allow  TCP Iy
=) LSA Executable and Se..  Out Allow UDP

= Intermnet Explorer Out Allow TCP

M Explorer Out Allow TCP

lzll Outlook Express out Allowy TCIP _er

< »

| OK I Cancel I

If it is not so, choose the appropriate module, press "Edit" and tick the radio buttons as shown below.

Add/Edit Personal Firewall Exception = x|
>
Description: WEBCEOQ.EXE X
Target: " All applications

" Operating system components

(+ Specified application: WEBCEO.EXE
[c:tPROGRAM FILESWYEB CEOIBIN'WEBCEOQ.EXE =~ Browse... I
Connection: " Incoming & Outgoing
Action: & All::% " Deny " Warmn
. Protocol
« TCP " UDP C TCPIUDP € |CHP € ANY

Pon(s): & All ports

(" Specified port(s): |

(For example, 10, 15, 20 - 30)
1P Setting - |
Type: All IP addresses _'_]

OK I Cancel

Under the "High" Security Level Web CEO works properly, provided the above mentioned settings are completed.
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Setting up Windows SP2 Firewall

For Web CEO proper operation, no additional settings of the Windows Firewall are required.

WeEb cec

Attention! Windows Firewall analyzes and can block the incoming traffic, but it does not deal with
the outgoing one. By default, Windows Firewall blocks all incoming traffic, except the cases when
data are sent in response to the preceding outgoing request.

Setting up Zone Alarm Internet Security Suite

When Web CEO tries to receive data from the Internet, the firewall will pop up with a "ZoneAlarm Pro Alert"
and ask you to grant to the file "wsceokrnl.dll" the internet access or block it. Tick the "Remember this
setting" checkbox and press the "Allow" button. If you do not choose to remember the setting, the firewall
will ask you about this program each time it attempts to access the Internet.

1 ZoneAlarm Security Alert
CIEHE-T R R 1 Zonefllarm Security Alert
Web CEOQ is trying to access the Internet. = SUSPICIOUS BEHAVIOR
| dentification: Unknavan Web CEO is trying to launch
Application: wzceakrml.dl CPROGRAM FILES'Web
Destination P 10.1.1.7:Fort 31 CEC'BIN'webceo.exe, or use another
Wiew Properties o . L
program to gain access to privileged
More Information Available: resolurces
Thiz programn has previously azked for Internet access. Application: wzceakml dll
Wiews Properties
SmartDefense Advisor SmartDefense Advisor
? Advice iz not pet available for thiz program. ? SmartDefense Advizor iz ot available for thiz
Chooze below or click Maore [nfo for alert type.
azsistance.
] ] Apply this setting to all suspicious behaviors
HETSTEEN IS E e exhibited by thiz application
| Allowy | | Deny | Alowy | | Dery

To check the firewall settings concerning Web CEO, open Zone Alarm and choose the "Programs" tab in the
"Program Control". Next to Web CEO program module, "webceo.exe", in the "Access" section, there must be
two ticks ("Allow") in the fields "Trusted" and "Internet". Complete the same settings for the second module,
"wsceokrnl.dll".
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74 ZoneAlarm Security Suite

{8} Check Point

Overview

m Frawal

Program Control
Main

= Programs
E‘oru;-'yv;»mk

n Anlivius/Antrsppwaie
] €-mail Protection
Identily Protection
Parental Contiols

PN Asests tLogs

Quick Tasks
Enter Licensa Key
Scan Computes
Set Gaming Mode
Check loe updates

@ Help

Active Programs \ SmartDefense I';m M.:“'“"m M.ds'“
| =] TechSmahHIML He...| Auo M | | X X X
| = Userind Logon Appii..| System M | || J J J
1 Verity Class D Ao e || J J Y
| T Viware activation . Auto - m J J J
| @i Viewsre Tools Ser... | Auo - m J J J
| 450 Viware Tools Ser... | Aufo M || J J J
[ @Vﬁlwmc}oolsiryy..__ Auto * | 1 J o)) d
| Slweb ceo | Ao ~ m J J ?
| W] WebCEOloadsr  Auto ~m J J 3
4 Windows Explorer | System v, m J J J
TlwindowsLogen | Auto . m J d d
@ WindowsNTLogon... System  ~ Uil J J ?
| Z1Windows NT Sessi,.. | System . m X X X
=] Windows TaskMan, . Aulo - m J J X &
< >
vawaoem Microsoft®Windows® Operating System &
name 050 w3
Fie noee CIMNOOWS system32iig exe
Last e Not
Vets:nw e 53 .mtxmp.mwmzy [ Options ]
Last modified date 41472008 15:00:00 v
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Setting up COMODO Firewall Pro

At the first launch of Web CEO, while the software runs, COMODO Firewall Pro will ask for permission to
allow "wsceokrnl.dll" to access the Internet. This must be allowed by choosing "Treat this application as" and

selecting ‘Trusted Application’. Click OK to confirm the selection.

-

\ (58
wzcenkrnl.dll iz fing to connect to the Internet. What would vou like
to do?

Applicakian : wsceakrnl.dll
Remote 195,358, 11,153 - TCP

Pork : htkpla0)

Security Considerations
wiceokml.dl could not be recognized and it iz about to connect the

[rtermet. IFit is one of wour everyday applications, pou can allow this
request.
() Aullewy thiis request Less Options E|

(_J Block this request
(&) Treat this application as ) \Web Erowser B

Weh Browser

[# Remember vy answer

<

@ How should T answer?

Please note that we release software bugfixes from time to time. These software updates are downloaded
and installed by the webceo.exe application, that's why you'll be prompted to allow access to this module.
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webceo exe iz tving to connect to the Internet. "hat would you like
ta da’?

Application webcen.exe
Remoke + 195,38, 11,153-TCP

Fark ¢ http{an)

Security Considerations
webceo eve could not be recognized and it iz about to cannect the

[nternet. IF it iz one of your everpday applications, wou can allow this
request.
() Allow this request Less Options El
() Block this request
(@) Treat this application as Trusted Application B

[ Remember rmy answer Web Browser

Cukgoing Only

FI:E Clienk
@ Howe should T answer? Lot =) (g e ol

The firewall will ask you to allow the file "webceo.exe" access the Internet. This must be allowed by
choosing "Treat this application as" and selecting ‘Trusted Application’. Click OK to confirm the
selection. Tick ‘Remember my answer’ in order not to be prompted in future.

After the software update installation, the files and their checksums can change, that’s why you will
most likely have to confirm your permission to grant the Internet access for the modules

"wsceokrnl.dll" and "webceo.exe".

In order to check current permissions for Web CEO modules Internet access, open COMODO
Firewall Pro and select "FIREWALL" in the main menu, then go to “Advanced’ section on the left

pane, and select ‘Network security policy’ menu item.

The modules "wsceokrnl.dll" and "webceo.exe" must be identified as ‘Trusted Application’.
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|'.,H Network Security Policy

—

| Apﬂcﬁm Rudes | Global Rules

Application Name

&
=[] vsten

) Plleve Dubgoing TCOP or UDP Requests
{7 Elocke and Log All Uinmatching Requests
S [ wWINDO WS srskem3Zilsass. exe

| L e Allcws [P Ot From IP Ary To IP Any Where Protocol Ts fny

i) Pl System To Send Requests IF The Target Is In [AMD P..,
() Allove System To Receive Requests If The Sender [s In[AM...

Cushom

m

=) [) C:\Program Flesyweb CEC\BIN\wsceckrri.di

= iggg Allows All Incoming and Outgoing Requests 1,

j@c:lmwamﬂesithEMElnﬂm.exe &

Mave Lp

IMove Down

Burge

—

@) 'What do these settings do?

If these modules are identified as ‘Blocked Application’, click ‘Edit’ and change this to ‘Trusted

Application’.

In case there are no Web CEO modules in the list, they should be added: click the "Add" button and
select the files from the folder "C:\Program Files\Web CEO\BIN\" or
‘C:\Users\%username%\AppData\Local\Web CEO\BIN’ if you run Windows Vista. Then, adjust the
rules for both applications: check the ‘Use a predefined policy’ radio-button and choose the

‘Trusted Application’ option in the drop-down menu.

B COMMDED Firewall Pro

i
b s ® + [l
B E D M 2 Application Metwark Aocess Contral

b

160 L i Pt Poliey

ik & Cushom Pobicy

an

[
_'JE|
]

vt D) Whit o thens seltnas ot

- ooy
=
‘I.P; e e
P
Lancel

i Al eysharre are sctive and running.
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